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Internet Hazards
You Can Be Your Own Worst Enemy
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(How to avoid the constantly changing pitfalls)

It’s mostly about using your common sense

And staying aware of what new scams are out there


What are the Risks?

Physical Security

— Self | Co-workers | Family

Data | Information Security
— Trade Secrets

Hardware | Software Security
Money | Property Security
Identity Security

— Liability | Possession Security
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Phy: Individuals/ Company Owners/ Heads of Families

  Yes, we are talking about the Internet,

  One can face Life Threatening risks from the release of time-relevant

  personal information about your whereabouts, your personal wealth,

  property, valuable personal items, living alone, travel plans, 

  regular schedule, family members and co-workers.

  Generally: Old news is safer to release than future personal plans.



Data: For a company, it has been said, that your data is your company.

  Securing & backing up your information, that gives you an edge over 

  your competitors is always a good idea.  The bigger the player you are

  in your industry, the bigger a target you will be.

  Some kinds of information just can’t be protected: 

  you need to advertise, distribute examples of your work, 

  develop publicity by speaking publically about what you do.
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How are we exposed t

e At our connection point
— Router: Fiber,Cable,T3,T1,ISDN (wired or WIFI)
— Wireless: Phone Companies

e When we check our email

— pop3:"mail server” vs.
imap:gmail,hotmail,ymail,other /

o At our company website

* While using various provider sites

— Facebook, Linkedin, Twitter, Blog-sites,
Youtube, other websites of interest
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Where are your weak points, when using the Internet?



Yes, you can shut off your wireless and network Internet connections,

Never attach thumb drives or insert CD/DVD’s, and lock your 

Computer in a closet, but this is not practical. 

Not even, on a regular basis, for the Department of Defense.



IMAP – tends to be more secure



Co Website – can be hacked
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Know who or whatis o
of the line (Are you really sure? 1

 Identify the websites you are about to clicked to

— “Mouse-over” on some browsers, will show you where
the link on an email will send you

* But the email came from a friend
— Their computer or provider site may have been taken

| 11

over by virus _,./"J?
* Don‘t just open attachments J_,.f
- Like little wrapped explosive gifts, they can méai
no good :

— Viruses, phishing attempts, counterfeit website '- n
more, can reside in all types of files (not just .exe, 4
.com, .bat, etc.) | Vi, gb
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ADD TO END:



At least, check with virus protection software first, before opening unexpected attachments.



Open any attachment, only if necessary.



If an attachment or email link directs you to another website, 

if possible, try to go there directly yourself, by looking up the address

on Google or in your own records.
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Six Helpful Rules to Liv
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Protect your personal information
— Can be a key for unwanted access to your accounts

Lock the doors, and don’'t be an inviting target

Don’t tell everyone you meet that you are going

on vacation _
Don't help thieves by handing them your key§ _
- Many people use their pet’'s name as a passwor _'f §

Make sure you are in secure mode (https:ll iand{ i
that the web address is what you expect =

Let the guards patrol the grounds __
— Even commercial virus protection (NortonlMacAfee,
etc) are better than nothing 5l e
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Lock – Secure your Internet connections.



Vacation – Tell them about how great your vacation was.



Help Thieves – And then mentioning your pet on your online BIO



HTTPS – Encrypts web page data that you send.



  Some companies use 3rd party email services which make it harder

  to be sure that the email message is actually coming from the 

  company “sending it”.  At least look up the service company before

  responding to the email.
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Four Tips to Be Watchful fo

If its too good to be true ...

- Watch your greed

— No such thing as a free lunch

If it is too complimentary, or out of
your league ...

— Watch your ego

If it sort-of sounds official

— Double check credentials, even call
them back through their organization

If the good cause is too definitive

— Nothing is 100% good or bad, unless
you are being. maiupulated |
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League – Hundreds of beautiful foreign women are waiting to talk to you



Too Definitive – They are only going to tell you the parts of the situation

  that sell you on the idea, never both sides of the issue.
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Paranoia is Not Neces
Care ls

e Stay in the Loop

— New scams and electronic attacks are appearing all
the time

* Don’t believe everything you hear
- WWW.SNOPES.COM

e Err On The Side of Caution

— Trust your gut: if it looks fishy, avoid it

e

=
- B o . s
= - . e =
- J 7SS
B AP
! 8, Sn=
&

[ .



Come and get me!

* Don’t b_e a target!

: N »
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A few precautions may make all the difference!


Sandy Zucker, VP, VerbaCom®
Email: szuckerffverbacom.com
Phone: 972-386-8372

Twitter: @Qsanzdallas

Linkedin.comlinisandyzucker
Facebook.com/sandyzucker
Web: www.verbacom.com
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http://www.verbacom.com
http://www.facebook.com/sandyzucker
http://www.linkedin.com/in/sandyzucker
http://www.twitter.com/sanzdallas

	Internet Hazards�You Can Be Your Own Worst Enemy
	What are the Risks?
	How are we exposed to the Internet?
	Know who or what is on the other end of the line (Are you really sure?)
	Six Helpful Rules to Live By
	Four Tips to Be Watchful for Scams
	Paranoia is Not Necessary, but Care Is
	Come and get me!
	Slide Number 11

